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The purpose of this dissertation project is to identify the extent to which 

Islamic extremists have utilised the Internet for the purposes of 

radicalisation. The phenomenon of online radicalisation has evolved in 

recent history, mainly due to the globalised world that we live in. This 

process of Globalisation created the foundations of the digital era and has 

enabled the relatively free flow of information to transcend across 

borders. Infrastructural development in the Middle East, provided not 

only a stable Internet connection, but also access to Westernised 

websites. Websites such as Facebook, YouTube, and Twitter, to name but 

a few are the chosen hunting ground for Islamic Extremists. Using Social 

media as a platform to radicalise young, impressionable Westerners, has 

proven a successful tool, post 9/11. The primary aim of the Islamic 

extremists is to befriend and radicalise young western teenagers and 

young adults. The multiple cases of young westerners travelling to Syria 

and other areas under the control of Islamic terrorists factions, 

exemplifies the extent of the problem. In order to construct a convincing 

argument; one must contextualise this discourse, in line with the 

contemporary nature of the research. One must also investigate the very 

notion of Islamic extremism, including its major proponents and their 

religious beliefs. Islamic state and Al-Qaeda are prime examples of 

terrorist organisations that espouse a particular vitriolic interpretation of 

Islam. All three factions have successfully recruited Westerners by means 

of online radicalisation. Therefore, their successes must be examined and 

explored in further detail, in relation to the thesis question.  

 

The ideological influence of the Quran is a vitally important factor when 

approaching the topic of radicalisation. Islamic terrorists are able to 

legitimize their movement as an act of violent Jihad permitted by the 

Quran
1
 This legitimization of violence stems from an interpretation of the 

doctrines of Islam, widely refuted by moderate Muslims. Consequently, 

these extreme manifestos are shared amongst peers on the dark web. 
                                                        
1 Barbieri, E (2012) Al Qaeda’s London Branch: Patterns of Domestic and 

Transnational Network Intergration, Studies in Conflict & Terrorism, 25:06, pp 411-

431 
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Islamic extremists have exploited the deep recesses of the Internet that on 

the whole, remain un-policed. Those prone to radicalisation, in many 

instances, are directed away from social media websites. These types of 

tactics deployed by Islamic terrorist cells epitomises the lengths they are 

willing to go to for the purposes of radicalisation. Therefore, the dangers 

of the dark web will be examined, in relation to the extent of online 

radicalisation. There are a multitude of reasons behind the increased 

instances of young westerners succumbing to radicalisation, via the 

Internet. However, for the final stages of this project, 2 case studies will 

be examined in order to demonstrate proven examples of young 

Westerners that have been radicalised over the Internet. Both of these 

cases involve European teenagers who have been contacted by Islamic 

extremists and have subsequently committed acts of terrorism under the 

2000 act. The case studies, in conjunction with the supporting literature, 

will provide convincing evidence to support the research question. 

Fundamentally, Islamic extremists have utilized the Internet for the 

purposes of radicalisation to a considerable extent. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 1 

Modern Islamist Terrorism   

The foundations of a modern threat to security   

Al-Qaeda to ISIS 

 

In order to ascertain the extent in which online radicalisation has 

impacted on the lives of those within the western hemisphere, one must 
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explore the origins of the modern wave of Islamic terrorism. The purpose 

of this chapter is to dissect the fundamentals of Islamic terrorism, 

offering an insight into the rationale behind Islamist terrorist 

organisations. There are currently 67 international terrorists organisations 

proscribed under the Terrorism Act 2000, with a further 14 categorised 

under previous legislation specifically assigned to Northern Ireland. The 

proscription context that underpins the terrorism legislature, specifically 

acknowledges that any persons or group using a threat designed to 

promote a religious, racial or ideological cause may be prosecuted
2
. In 

addition to terrorist groups with religious imperative, other factions listed 

as a proscribed organisation, include those groups motivated solely by 

political gain. In regards to the United Kingdom, United States and 

Europe, politically motivated terrorism is not perceived as a serious threat 

to national security compared to that posed by Islamic terrorism. The 

European Union report clearly states that Islamist terrorism is perceived 

as the biggest threat to most member states
3
 For example, in 2007, the 

Dutch government rolled out a national plan called the Polarisation and 

Radicalisation plan, closely followed by Denmark in 2009 and Norway in 

2010
4
 The very real and present danger posed by Islamic extremism 

pressurised virtually all European countries to bolster all aspects of their 

security services for the betterment of national security
5
 

 

Definition of Radicalisation  
There are a numerous definitions of radicalization offered by various, 

well respected scholars. But, due to the strict focus on radical Islam, 

Jenkins quotation, ties in with the thesis question, perfectly. “There is a 

                                                        
2 HomeOffice(2016) 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/440450

/How_social_media_is_used_to_encourage_travel_to_Syria_and_Iraq.pdf 
 
3 Prenca, I (2008) Mixed Logit Estimation of Radical Islamic Terrorism in Europe 

and North Africa: A Comparative study, The journal of Conflict Resolution,The 

Political Economy Of Transnational Terrorism, 49:02, pp 298-314 
 

Prenca, I (2008) Mixed Logit Estimation of Radical Islamic Terrorism in Europe and 

North Africa: A Comparative study, The journal of Conflict Resolution,The Political 

Economy Of Transnational Terrorism, 49:02, pp 298-314 

 
4 Karagiannis, E (2012) Eurpoen Converts to Islam: Mechanisms of Radicalization, 

Politics, Religion & Ideology, 13:01, pp 99-113 

 
5 Prenca, I (2008) Mixed Logit Estimation of Radical Islamic Terrorism in Europe 

and North Africa: A Comparative study, The journal of Conflict Resolution,The  

 

Political Economy Of Transnational Terrorism, 49:02, pp 298-314 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/440450/How_social_media_is_used_to_encourage_travel_to_Syria_and_Iraq.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/440450/How_social_media_is_used_to_encourage_travel_to_Syria_and_Iraq.pdf
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distinction between radicalization and recruitment. Radicalization 

comprises internalizing a set of beliefs, a militant mind-set that embraces 

violent jihad as the paramount test of ones conviction. It is the mental 

pre-requisite to recruitment. Recruitment is turning others or transforming 

oneself into a weapon of Jihad. It means joining a terrorist organization or 

bonding with like-minded individuals to form and autonomous terrorist 

cell.  It means going operational, seeking out the means and preparing for 

an actual terrorist operation- the ultimate step in jihad”
6
. 

 

“The growth of religious terrorism and its emergence in recent years as 

a driving force behind the increasing lethality of international 

terrorism, shatters some of our most basic assumptions about terrorists 

and the violence they commit”
7
 

  

This foreword provided by the highly respected scholar and distinguished 

member of the Rand Corporation, Bruce Hoffman, serves as a precursor 

to the evolution of Islamic terrorism. Like many of his contemporaries, 

Hoffman’s research focuses on the evolution of “New” terrorism, a term 

coined by Martha Crenshaw
8
 According to Crenshaw “New” Terrorists 

are unconstrained by any respect for human life and that violence is 

fundamentally at the heart of their beliefs
9
 The term “New” terrorism, 

was born out of a supposed paradigm shift away from the traditional or 

“Old” terrorist organizations such as the IRA or Basque separatist 

movement. Unlike traditional terrorists, who had clearly defined political 

goals, the “New” terrorist demands the destruction of society and the 

elimination of large sections of the population
10

 

Crenshaw’s ground breaking research on the comparative study of the 

causes, processes and consequences of Terrorism aimed to offer an 

explanation for the emergence and subsequent formation of a “New” 

                                                        
6 Jenkins, Brian (2012) Building an Army of Believers, Jihadist Radicalization and 

Recruitment, The Rand Corporation  
 
7 Crenshaw, M (2008) Current Research on Terrorism: The Academic Perspective, 

15:01 

 
8 Crenshaw, M (2008) Current Research on Terrorism: The Academic Perspective, 

15:01 

 
 
10 Crenshaw, M (2008) Current Research on Terrorism: The Academic Perspective, 

15:01 
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paradigm that the “old” could not quantify
11

 It was Crenshaw’s 

contention that terrorism is not fundamentally a new phenomenon, but 

grounded in an evolving historical context
12

 However, Proponents of 

“New” Terrorism are purported to pursue aims that would often be 

considered largely incomprehensible and amorphous
13

 The un-negotiable 

nature of those organizations that would fall under the category of  

“New” terrorism, according to Walter Lacquer, are supposedly dedicated 

to causing the largest possible number of casualties among their 

enemies
14

 The “New” terrorists are judged to possess apocalyptic and 

millenarian beliefs and are presumed to hate democratic states, in 

particular, the liberal western democracies associated with the developed 

Western world
15

  

 

Much of the research focusing on Islamic extremism came in to fruition 

during the aftermath of the devastating terror attacks committed against 

the United States on 9/11 by the terrorist group Al-Qaeda. The very 

publicised nature of the event enabled the terrorists to utilise media 

coverage in order to cause widespread panic and despair. This media 

coverage catapulted Al Qaeda into the public sphere, bringing both global 

terrorism and Islamic extremism to the forefront of global audiences. Al 

Qaeda is a complex and flexible terrorist network, unique for its 

transnational reach and multi-ethnic composition 
16

 Al-Qaeda’s 

uniqueness stems from its ability to branch into a horizontal structure of 

autonomous cells that are located all over the world. The Transnational 

capability of Al Qaeda set the precedence for the globalization of Islamic 

terrorism. Prior to September 11, the international community treated   

revelations of international Islamic terrorism as mere “exaggerations” 

                                                        
11 Crenshaw, M (2008) Current Research on Terrorism: The Academic Perspective, 

15:01 

 
 
13 Crenshaw, M (2008) Current Research on Terrorism: The Academic Perspective, 

15:01 

 
14 Hoffman, B (1995) “Holy Terror”: The Implications of Terrorism motivated by a 

religious Imperative, Studies in Conflict & Terrorism, 18:04, 1995 
 
15 Jenkins, B (2010) Stray Dogs and Virtual Armies, Radicalization and Recruitment 

to Jihadist Terrorism in the United States since 9/11, Rand Corporation, pp 1-40 

 
16 Richards, Imogen (2016) “Flexible” Capital accumulation in Islamic State Social 

Media, Critical Studies on Terrorism, 

 



 6 

intertwined amongst misplaced accusations
17

 Bin Laden’s ability to 

instigate and generate a metaphorical, core concept of Islamic revolution 

designed to confront the West, was a true detriment
18

 Even after Bin-

Laden’s demise, his ideas and ideals cultivated the growth of other 

Islamic factions
19

 

 

Osama Bin laden, under the guidance of his chief ideologue Ayman al-

Zawahiri focused their attention on re-establishing a caliphate in order for 

true Islam to thrive
20

 In the eyes of the Al Qaeda hierarchy; it was 

imperative to dissuade the West from interfering in Middle Eastern 

politics. To achieve this, Al Qaeda deployed violent tactics as a means to 

accomplish their goal. The Terror attacks on 9/11 as well as notable 

incidents in Madrid and London, exemplified the devastating 

effectiveness of Al Qaeda’s violent tactics. Large-scale attacks on 

prominent Western cities not only highlighted the dangerous capability of 

Al Qaeda as a terrorist faction, but also brought their activity to the 

attention of the global media. Once described as the first media-centric 

militant umbrella organization of today. Al Qaeda deployed a hugely 

successful media campaign in the hopes of winning over mainstream 

Muslims.This media campaign proved to be a vital propaganda tool, in its 

aims to inspire “true believers” into action against the perceived enemies 

of Islam
21

 A study undertaken by C.J Ciovacco, identified that the upper 

echelons of Al Qaeda’s leadership tailored statements for specific 

audiences around the World. They did so, by exploiting wide ranging 

local sensitivities in areas affected by Western foreign policy as well as 

disenchanted American and European Muslims
22

 Al Qaeda’s ability to 

exploit young Muslims added a whole new paradigm to Islamic 

                                                        
17 Farwell, J (2014) The Media Strategy of ISIS, Survival: Global politics and 

Strategy, 56:06, pp 49-55 

 
18 Farwell, J (2014) The Media Strategy of ISIS, Survival: Global politics and 

Strategy, 56:06, pp 49-55 

 
 
20 Jessee, D (2006) Tactical Means, Strategic Ends: Al Qaeda’s Use of Denial and 

Deception, Terrorism and Political Violence, pp 367-388 

 
21 Ciovacco, C (2009) The Contours of Al Qaeda’s Media Strategy, Studies in 

Conflict & Terrorism, pp 853-875 

 

 
22 Jessee, D (2006) Tactical Means, Strategic Ends: Al Qaeda’s Use of Denial and 

Deception, Terrorism and Political Violence, pp 367-388 
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extremism, creating the foundations for online radicalisation, which will 

be discussed in further detail in chapter 2.  

 

 

In the aftermath of 9/11, military intervention in Afghanistan stifled Al 

Qaeda’s ground offensives, but could not destroy the transnational spread 

of its extreme ideology. Al Qaeda continued to serve as an inspiration to 

other groups and individuals advocating extreme Islamic ideology
23

. On 

June 29
th
 2014 a new Islamic State was proclaimed by ISIL, otherwise 

referred to as ISIS or Daesh. ISIL are a predominately Sunni Jihadist 

group that seeks to create a transnational Islamic state based on the 

doctrines of the Sharia. This terrorist organisation emerged out of the 

power vacuum left by the defeat and subsequent execution of Saddam 

Hussein. Saddam’s removal served as the catalyst for the fragmentation 

of the diverse communities inhabiting both Iraq and Syria. These 

communities were heavily populated by a multi faith consensus, 

including Shia, Sunni, Kurd, Alawites and Christians. ISIS, as an entity, 

have single handily dissolved the rich religious and cultural heritage that 

is synonymous with Middle Eastern civilizations, ultimately causing civil 

unrest. The group espouses a virulent form of Islamic extremism and 

currently controls vast swathes across the Iraq-Syria borders. Regarding 

Western culture, the Islamic State challenge Eurocentric ideas and 

promotes its own version of Islamic Universalism
24

 

 

The self appointed leader of ISIS is Abu Bakr al Baghdadi, otherwise 

referred to as “Caliph Ibrahim”. Baghdadi regards himself as the only 

legitimate religious authority and political ruler of the entire Muslim 

community.
25

 The overtly religious component to Baghdadi’s leadership 

means that all Muslims are obliged to swear an allegiance to the 

caliphate. Those who do not submit to the “commander of the faithful” 

are at serious risk of punishment or death.
26

This subordination to the 

                                                        
23 Al Jessee, D (2006) Tactical Means, Strategic Ends: Al Qaeda’s Use of Denial and 

Deception, Terrorism and Political Violence, pp 367-388 

 
24 Bailey, T (2006) Running the Blockade: Information Technology, Terrorism, and 

the Transformation of Islamic Mass culture, Terrorism and Political Violence 18:04, 

pp 523-543 

 
25 Manuel, R (2010) The Road to Media Jihad: The Propaganda Actions of Al Qaeda 

in The Islamic Maghreb, Terrorism and Political violence, 23:01, pp 72-88 

 
26 Colas, B (2016) What Does Dabiq do? ISIS Hermeneutics and Organizational 

Fractures within Dabiq Magazine, Studies in Conflict & Terrorism. Pp, 250-27 
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caliph allows Baghdadi to wield immense power over the areas under Isis 

control. Isis repudiate westernized political and economic systems, 

regarding them as “sinful” and “corrupt”
27

Subsequently, these 

westernized systems were replaced by systems of rule in adherence to the 

doctrines of Sharia. In order for Sharia law to be implemented, the 

Islamic State needed a geographical position to transform into a caliphate. 

The Syrian city of Raqqa has been designated as a home for Baghdadi’s 

apocalyptic vision of Islam. Raqqa serves as an administrative hub for the 

caliphate, providing not only an operating base but also a home for 

soldiers of the caliph
28

 The slick after movies, depicting victorious battles 

against “apostates” are edited in the media centre in Raqqa. The violent 

imagery and subliminal messages resonate profoundly with 

disenfranchised young Muslims across the globe
29

. Islamic states multi 

facetted approach to media will be discussed further in subsequent 

chapters.  

 

According to the MI5 guidelines, Islamic State in Iraq and the Levant 

(ISIL) is a serious concern to the British security services. Both ISIL and 

Al-Qaeda are a prominent feature under the International Terrorism 

section of the MI5 website. Research undertaken by the American 

Enterprise Institute, suggested that the Western withdrawal from 

Afghanistan was detrimental to the re-emergence of Islamic extremism. 

Figures obtained from geo-political policy papers, purportedly identifies 

the threat level from Islamist extremists has more than doubled 

throughout the world
30

 Jeffrey Kaplan offers a critique of the pioneering 

work undertaken by David Rapoport on the Four waves of modern 

terrorism. Kaplan proposes that there is in fact, a fifth Wave of terrorism 

stemming from the capability of leaders under specific circumstances.
31

 

                                                        
27  
Kaplan, J (2016) Jeffrey Kaplan. Terrorist Groups and The New Tribalism: 

Terrorism’s Fifth Wave 

 
28 Kaplan, J (2016) Jeffrey Kaplan. Terrorist Groups and The New Tribalism: 

Terrorism’s Fifth Wave 

 
29 Kaplan, J (2016) Jeffrey Kaplan. Terrorist Groups and The New Tribalism: 

Terrorism’s Fifth Wave 

 
30 Prenca, I (2008) Mixed Logit Estimation of Radical Islamic Terrorism in Europe 

and North Africa: A Comparative study, The journal of Conflict Resolution,The 

Political Economy Of Transnational Terrorism, 49:02, pp 298-314 

 
31 Kaplan, J (2016) Jeffrey Kaplan. Terrorist Groups and The New Tribalism: 

Terrorism’s Fifth Wave 
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This notion of a fifth wave of terrorism could be applied to both Al-

Qaeda and ISIL because both movements apply radicalisation in order to 

create a utopian society
32

 

 

 

Religious interpretation & Islamic Terrorism 

  Wahbism- salafism 

 

 

Religiosity is a core component of Islamic terrorism and a fundamental 

process of radicalisation. The very notion of Islamic extremism is 

founded upon the teachings of the Quran and an extreme interpretation of 

Sharia law. This extreme ideology allows Islamic terrorists to legitimize 

their movement as violent jihad, permitted by the Quran. Al-Qaeda and 

ISIL’s ideological message is intended to increase the support of the 

general Muslim population for terrorist activities.
33

 To do so, Islamic 

terrorist factions aim to indoctrinate Moderate Muslims. Therefore, the 

imperatively religious nature of Islamic terrorism must be explored in 

relation to the research question, due to the crucial role it plays during the 

process of radicalisation. According to Juan Antunez, Islamic terrorists 

factions such as Al-Qaeda and similar groups, take their terminology 

from different periods of Islamic history
34

. Certain words that are 

synonymous with the global Muslim community (Umma) such as sharia 

(the ideal Islamic Law) and jihad (only legal warfare in Islam) provide 

the basis for the interpretation of the doctrines of Islam. Islamic 

extremists often take particular excerpts of the Quran as sacrosanct. This 

literal assimilation forms an integral part of the radicalisation process and 

so, must be examined for the purposes of the research question. 

 

According to Brian Jenkins, the ideological framework deployed by 

Islamist extremists is dangerous for a multitude of reasons. This ideology 

becomes the conveyer of personal discontentment that in turn, legitimizes 

                                                                                                                                                               
 
32 Kaplan, J (2016) Jeffrey Kaplan. Terrorist Groups and The New Tribalism: 

Terrorism’s Fifth Wave 

 
33 Bailey, Timothy (2006) Running the Blockade: Information Technology, 

Terrorism, and the Transformation of Islamic Mass Culture, Terrorism and Political 

Violence, 18:04, pp 523-543 

 
34 Bailey, Timothy (2006) Running the Blockade: Information Technology, 

Terrorism, and the Transformation of Islamic Mass Culture, Terrorism and Political 

Violence, 18:04, pp 523-543 
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aggression and encourages violence
35

. Islamist recruiters encourage 

committing acts of violence under the auspices of the Quran. Therefore, it 

is seen as obligatory to protect the Shariat in any Islamic community. 

Participants of this movement, call for unquestioned devotion and blind 

obedience to the word of God. The rationale behind this devotion must be 

explored further, as it is a contributing factor to the process of 

radicalisation. Although figures differ, there are purportedly 1.2 Billion 

Muslims across the globe. Islam is split into three large sects, Sufi, Sunni 

and Shi’ite. This research paper will focus on Islamic terrorist groups that 

affiliate themselves with the Sunni sect of Islam. Al-Qaeda and ISIL both 

promote the idea of Jihad, which is a predominately Sunni ideal
36

 Jihadis 

glorify the notion of an established Caliphate and attempt to achieve its 

creation through violent means.  

 

The ideological discourse that legitimises most forms of Islamic terrorism 

is the theology of Jihadi-Salafism. Salafism is the fastest growing 

puritanical brand of Islam that shares a propensity for violent rebellion
37

. 

Jihadi-Salafism advocates the historical tradition of Tajdid (Islamic 

Revivalism) and applies it to the modern theatre of terrorism.  Al Qaeda 

and ISIL are two-like minded movements that mix Wahhabi-inspired 

Sunni fundamentalism, that also follow an interpretation of the Qu’ran, 

hearkening back to Islam at its purist form
38

. When committing acts of 

violence, these organisations seek justification from Islamic scripture, 

written centuries ago, by classical theologians. According to Simon 

Cottee, Salafism is morally absolutist, because its serves as a guidance in 

adherence to the leadership under the prophet Mohammed
39

. Admittedly, 

the Qu’ranic interpretations of the Islamic fundamentalist could fill 

                                                        
35 Jenkins, B (2010) Stray Dogs and Virtual Armies, Radicalization and Recruitment 

to Jihadist Terrorism in the United States since 9/11, Rand Corporation, pp 1-40 

 
36 Jenkins, B (2010) Stray Dogs and Virtual Armies, Radicalization and Recruitment 

to Jihadist Terrorism in the United States since 9/11, Rand Corporation, pp 1-40 

 
37 Kassim, A (2015) Defining and Understanding the Religious Philosophy of Jihadi-

Salafism and the Ideology of Boko Haram, Politics, Religion & Ideology, 02:16, pp 

173-200 

 
38  
Kassim, A (2015) Defining and Understanding the Religious Philosophy of Jihadi-

Salafism and the Ideology of Boko Haram, Politics, Religion & Ideology, 02:16, pp 

173-200 

 
39 David, A (2010) The Voices of Jihad, The Rand Corporation, pp 1-333 
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numerous papers. For that reason, it is of vital importance to remain brief 

but also concise. The concept of Takfir requires a pledge of allegiance to 

the caliphate and the rejection of groups who do not abide by this Quranic 

command. ISIL embody this mind set, as demonstrated throughout their 

mass executions of Shi’a Muslims. Shi’a Muslims are labelled apostates, 

along with Jews and Christians. The ideology fuelling this assumption is 

based on Qu’ranic texts advising against befriending Jews and 

Christians
40

 Holy war is classed as the forgotten obligation of Islam and a 

prerequisite for Sunni Muslims partaking in violent Jihad. This tenant of 

Islam is at the heart of the radicalisation progress, as it supposedly 

encourages an offensive against the enemies of Islam. Both Al-Qaeda and 

ISIL promote the theory of waging Jihad as something all Muslims 

should hold as a prerogative. This was echoed by Al-Salim in 2003: 

“Jihad today is the only option for the Islamic community, for the enemy 

has come to occupy the countries of Muslims one after the other”
41

 

Quotations such as these serve as a call to arms, as an order to protect the 

caliphate.  

 

 

The act of martyrdom is a strategy deployed by Islamist extremists, in 

order to achieve devastating destruction. This phenomenon must be 

examined due to its links with Islamic terrorist networks, in particular, 

how radicalised westerners have committed acts of martyrdom. Pedhazur 

argues that those partaking in suicide attacks follow a strong commitment 

to a group or cause and as a result expect benefits after death.
42

 Believing 

that committing acts of martyrdom will be rewarded in the afterlife is 

surely evidence of the important role played by ideology in the 

indoctrination process. In addition to the ideological perspective of 

martyrdom, the societal experience of the potential suicide bomber may 

also attribute to their chances of carrying out acts of terrorism. According 

to Moghadam, foreign occupation is the primary causation for the 

globalization of suicide attacks. It is Moghadam’s contention that 

societies are more inclined to produce martyrs if their territory is 

                                                        
40 David, A (2010) The Voices of Jihad, The Rand Corporation, pp 1-333 

 
41 Jenkins, B (2010) Stray Dogs and Virtual Armies, Radicalization and Recruitment 

to Jihadist Terrorism in the United States since 9/11, Rand Corporation, pp 1-40 

 
42 Mogahadan, A (2008) Motives for Martyrdom: Al- Qaeda, Salafi Jihad, and the 

spread of Suicide Attacks, The Mit Press, pp 46-78 
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subjected to foreign occupation.
43

 This may also be applicable to 

contemporary examples of Young Westerners living in Europe, because 

many of them still have family ties within the Middle East. There is 

certainly evidence for this, due to the increasing numbers of young 

radicals travelling to Syria and Iraq. Moderate Muslims are taught that 

the Quran forbids any form of suicide. Paradoxically, Islamist extremists 

legitimize their suicide missions as self-sacrifice in the name of Allah 

(istisha’ad) because they hold the common view that the soul itself, 

belongs to Allah. 

 

Chapter 2  

The Dark Web & Radicalisation 

Dangerous Networks   

 

According to Raphael Cohen-Almagor, the Internet provides cheap, 

virtually untraceable, instantaneous, anonymous, uncensored distribution 

that can be easily downloaded and posted in numerous places.
44

 This 

quotation suitably emphasises the potential dangers posed by the World 

Wide Web. Of course, the many benefits of the Internet outweigh the 

darker aspects of its existence. However, this chapter will focus on the 

areas of the Internet currently being exploited by Islamic terrorist 

networks intent on radicalisation. Fundamentally, the dark web is a 

collection of thousands of websites that use anonymity tools to hide their 

IP addresses and has been compared to the black market. The dark web is 

a haven for various forms of criminality, including drug trafficking, 

weapon exchanges and child pornography. The dark web has also 

provided Islamic extremists with a platform to share their ideology 

unchallenged by governmental intervention. Relationships between 

Islamist recruiters and those prone to radicalisation flourish in this 

unmonitored environment. Sageman observed a link between small-world 

networking (dark web) and the eventual formation of a clique
45

 

 

The Dark web is essentially a virtual community operating outside the 

direct jurisdiction of any nation state. Consequently, the administrations 

                                                        
43 Mogahadan, A (2008) Motives for Martyrdom: Al- Qaeda, Salafi Jihad, and the 

spread of Suicide Attacks, The Mit Press, pp 46-78 

 
44 Almagor, C, R (2015) Confronting the Internet’s Dark Side, London, Cambridge 

press pp49 

 
45 Philips, E (2015) Extracting Social Structure from Metadata on Dark Web Forums, 

Department of Computer Sciences, University of Oxford, Uk 
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behind a large proportion of these criminal websites are notoriously 

difficult to track down. For example, Islamist extremists operating out of 

Syria and Iraq would be very difficult to trace due to their geographical 

position. Encryption devices are developed in order to restrict access to 

any unwanted intruders. There is also clear evidence of password-

protected forums, containing extensive Jihadi literature.
46

 The Global 

Islamic Media front reportedly supplies users with five encryption 

algorithms and data compression tools to restrict access to a chosen 

few.
47

Ground breaking research undertaken on “terrorism informatics 

identified almost 1.7 million multimedia documents
48

. Data recording of 

this magnitude was only achievable because of sophisticated web 

crawling techniques. This type of research proves the extent in which 

Islamist groups have utilised the Internet, both past and present. The 

sheer number of documents uncovered using web crawling techniques, 

identified an abundance of extremist material, synonymous with an 

overtly Islamic imperative. This amount of extremist material uncovered, 

illustrates not only the limitless possibilities of cyber space, but also 

reveals the existence of a community partaking in transnational 

exchanges. According to Gabriel Weimann, a distinctively large 

proportion of terrorist cells on the net belong to radical Islamist groups 

and organizations
49

 The prevalence of these Islamic groups operating 

within the dark web is surely representative of a willing audience seeking 

out extremist literature. Not only do allied Islamic factions share their 

files amongst one another, they also attract young radicals into their 

extremist orbit.  

 

Jonny Ryan believes that online radicalization is a symptom of two 

factors: firstly that the Internet is a medium of network and relationships; 

and secondly that there is a fundamental problem within society.
50

 To 

focus on the first point, Ryan echoes sentiments held by many scholars, 

                                                        
46 Almagor, C, R (2015) Confronting the Internet’s Dark Side, London, Cambridge 

press  

 
47Almagor, C, R (2015) Confronting the Internet’s Dark Side, London, Cambridge 

press, pp 182 

 
48 Philips, E (2015) Extracting Social Structure from Metadata on Dark Web Forums, 

Department of Computer Sciences, University of Oxford, Uk 
49 Sageman, Marc (2004) Understanding Terror Networks, Pennsylvania, 

Pennsylvania Press pp 51 

 
50 Ryan, Johnny (2015) Countering Militant Islamist Radicalisation on the Internet, A 

User Driven Strategy to Recover the Web, Institute of European Affairs, London 
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that the dark web does indeed provide a gateway to extremist material 

through various platforms and networks. These networks are a collection 

of interconnecting nodes that appeal to more isolated nodes
51

These 

isolated nodes are a key target for terrorist networks because they are 

susceptible to radicalisation. Nodes are often deemed expendable 

compared to the upper echelons of the Hubs. The Hubs are at the heart of 

the terrorist network and fundamentally the overseeing administrative 

hierarchy, collecting and distributing extreme material. This dispensable 

attitude towards the nodes is evidence that there is a constant stream of 

candidates willing to partake in acts of terrorism. However, there is no 

certainty whether this expendability is a result of martyrdom or network 

disengagement, instead. Prolific leaders of global Salafi jihad are 

considered the lynchpin of Islamic terrorist networks and referred to as 

dominant nodes.
52

These leaders are not regarded as dispensable because 

they provide the ideological dialogue for global Jihadi. The archetypal 

leader of ISIL, Abu Bakr al- Baghdadi is one notable example of a 

dominant node. According to Baghdadi himself, he is a direct descendant 

of the prophet Muhammad and thus wields great power over the 

caliphate.  

A recent SNA (Social network analysis) study at the university of Oxford 

aimed to extract the social structure for Dark Web forums using 

metadata. The study uncovered important members of Islamic terrorist 

Networks operating within the Dark Web.
53

 The results revealed that 

certain individuals within the network identified as Users, ranked higher 

than other members of the terrorist organization. Users were clustered 

into categories of influence over the network, in turn, providing 

compelling evidence to suggest that there is a hierarchy of members, 

funnelling messages through forums.
54

 The sheer number of messages 

exchanged amongst members within this online community is clear 

evidence that Islamic terrorist networks are utilizing the Internet with 

illegal intentions. It also provides a brief insight into the ranking structure 
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of Islamist organisations, and the influential nature of Nodes (leaders). 

Other studies, such as that on sentiment analysis by The School of Law & 

Government at Dublin City University aimed to explore the potential for 

Online Radicalisation. The study-uncovered a trend in Network forums, 

suggesting that Islamic group leadership is gender specific. Jihadist 

forums’ are segregated on the basis of gender, but in equal measure. The 

top 10 influential users in the study are evenly balanced, as five of the 10 

identified themselves’ as female.
55

 However, the emergent leader, based 

on network density and communication speed was a female.
56

Gender 

inequality within the Muslim world is a contentious issue, although there 

is a clear distinction between roles played by males and females. Taking 

the study in to account, the proportional gender divide between the high-

ranking members suggests that there is a drive to engage with potential 

targets from both sexes. This may dispel the widely held opinion that 

males dominate Islamist networks. It is clear that the dark web provides a 

forum for both sexes to engage in gender specific forums that in turn 

could lead to the process of radicalization.  

 

In relation to the thesis question, there must be a further exploration of 

these hierarchical networks, particularly the content shared amongst peers 

within the forums and its relevance to radicalisation.  Al Qaeda is one of 

the first Islamic terrorist factions to realise the potential benefits of the 

Internet for purposes of radicalization. Up until the proliferation of the 

Internet, Al Qaeda’s recruitment process was predominately localized. 

The Internet facilitated the virtual interaction between Islamist recruiters 

and potential targets for radicalisation. According to Brian Jenkins, the 

Internet serves as a vehicle of communication for Al Qaeda
57

. This 

communication amongst recognized Jihadist figures is characterised by a 

trickle down tier system of correspondence. At the top of the pyramid is 

the Jihadi website, the second tier is the strategic discussion amongst 

fighters and the third tier is the forum/chat room hidden away on the dark 
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web
58

 In 2006, a post 9/11 study was undertaken by the National 

Intelligence agency which concluded that activists identifying themselves 

as jihadists were increasing in both number and geographic dispersion
59

 

These findings are evidential proof that hidden networks were developing 

at a rapid rate. Statistically over 2.94 billion people had access to the 

Internet between the years 2000-2015, rising to 3.17 by 2016.
60

Of course 

the majority of online users do not proscribe to a terrorist organization, 

yet within those numbers there are a small number intent on acts of 

terrorism. The term electronic Jihad was coined by the scholar M. Rudner 

as a means to describe the mobilization of Muslims within an online 

community.
61

This mobilization embodied every function of the Jihadist 

movement from funding to recruitment within cyberspace.  

 

As explained in chapter 1, ideology plays an important role in the 

radicalization process. Under the Terrorism Act 2000, it is illegal to 

insight racial hatred on the basis of an ideological cause.
62

Consequently, 

Islamic recruiters are pushed underground into the aforementioned 

Networks, located amongst the forums on the Dark Web. Therefore a 

content analysis of the P2P (peer to peer) correspondence must be 

examined in order to pinpoint the type of ideology circulated for the 

purposes of radicalisation. One of the most infamous pieces of literature 

shared amongst the Internet and dark web forums is the Encyclopedia of 

Jihad. Despite the schism amongst scholars as to the existence of a single 

document, there is a general consensus that a body of teachings is shared 

amongst online Jihadi communities. These teachings are the supposed 

constitutional and ideological foundations that will form radical Islamic 

activity.
63

The Encyclopedia of Jihad was originally developed as an 

instruction manual for the Taliban fighting against the Coalition forces. It 

was further developed for the purposes of Home Grown terrorism and 
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provided a detailed guideline on carrying out violent attacks
64

. Another 

piece of Al Qaeda literature, The Call for a Global Islamic Resistance, is 

a valuable piece of inspirational doctrine, which focuses on the idea of 

Revivalism. It has been described as a 1,6000 page magnum opus, 

instructing wannabe Jihadists to partake in acts of mass murder
65

. Al 

Qaeda is the first Islamist terror network to recognise the recruitment 

potential of those living under the radar of the intelligence agencies. 

Their online journal, Al Battar was established to encourage young 

Muslims, living outside of Afghanistan to participate in global Jihad. Al 

Battar was translated into the languages of several prominent countries 

within Europe, hoping to attract Muslims residing in Western countries to 

join radical Islam
66

. The content of digital journals shared amongst 

Islamist terrorist organizations aim to validate acts of terrorism by virtue 

of religious justification. Access to these journals introduces the public to 

the indoctrination process, which potentially may result in radicalisation. 

The Rand corporation interviewed members of Jihadi terror networks and 

interrogated them in relation to online content. One of the interviewee’s 

made an obvious reference to the collaborative coalition between the 

internet and ideology: “We must strongly urge Muslim Internet 

professionals to spread and disseminate news and information about jihad 

through email lists, discussion groups and their websites. We make the 

Internet our tool.
67

 Another study undertaken by the US Institute of Peace 

(USIP), discovered that Al Qaeda controlled more than 5,000 websites, 

with the intention to add hundred’s more each year
68

 

 

The ideological component of militant Islam is the driving force behind 

the many acts of terrorism committed in the name of the religion. Islamist 

militants use past victories to convince prospective supporters that they 
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enjoy God’s favour and will prevail, irrespective of the odds
69

. 

Relinquishing life in the name of Allah is indoctrinated into those 

participating in jihadi-style warfare. According to Islamist recruiters, 

accomplishing acts of martyrdom is a divine right and an obligation to 

defend the umma (Muslim community). Much of this discourse is 

managed and disseminated across the dark web. For that reason, there 

must be further examination of the type of literature, and its particular 

reference to Martyrdom. Historical and contemporary literature that 

rationalises self-sacrifice and encourages the role of Martyrs has played 

an important role in radicalisation online
70

. Translations of classical texts 

are reformatted into word documents and e-books, allowing for a wider 

scope of influence. Silsilat al-I’dad lil-jihad (The series for preparation to 

Jihad) is a 19 step methodological approach to achieving martyrdom. 

Originally developed as a training manual for Islamic terrorist cells, it is 

now readily available within dark web forums. A copy of the e-journal 

was found amongst extremist documents on the computer on one of the 

members of the terrorist cell responsible for the Madrid train bombings. 

On March 11
th
 2004, Madrid was rocked by a well-orchestrated bombing 

campaign that resulted in the death of 192 people. The terrorist cell 

behind the bombing campaign was self-recruited from within the Spanish 

borders. Initial reports suggested that the members of the cell were self 

radicalised, however, six years after the event, further investigation 

uncovered direct links with a prominent Al-Qaeda network
71

.  The 

Madrid Bombings were the first Al Qaeda bombings perpetrated on 

European soil. During the aftermath of the attacks, Parisian based 

Foundation pour La Recherché Strategique convincingly identified that 

Europe would become the new continental theatre of war for aspiring 

Islamic terrorist networks. This research also discovered a link between 

young Europeans of North African descent and the emergence of Islamic 

Sleeper cells
72

. These sleeper cells are said to serve as a logistical base for 
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the Network of Al Qaeda. Included in that logistical operation, was the 

need to expand the network and spread an ideological message across the 

European continent. The Dark web allowed for this cultivation of 

Ideological dialogue between parties interested in Islamic terrorism. 

Furthermore, the ramifications of sharing extremist doctrines were 

realised in the wake of the Madrid bombings and proved the reality of 

online radicalisation. In addition to that, the casualty numbers recorded 

on the day of the bombings exemplify the consequential reality of 

ideologically driven acts of terrorism.  

 

Another case of European Jihadism with a martyrdom component was the 

attacks on the London transport system in July 7
th

 2005, claiming the 

lives of 52 people and injuring a further 700.  The four perpetrators of the 

attack have been named as Hasib Hussain, Mohammed Sidique Khan, 

Germaine Lindsay and Shehzad Tanweer. All four of these men were 

second generation Pakistani and regarded as moderate Muslims up until 

the attacks. In the 7/7 report conducted by the Home office, Jermaine 

Lindsay is described as academically gifted and a loner of the group
73

. 

Lindsay’s radicalisation has been attributed to his relationship with 

Abdallah al Faisal, an extremist preacher. Various recordings of Faisal’s 

lectures were available online to those who were granted access to dark 

web forums. These lectures included extreme interpretations of the 

Quran, inciting racial hatred and condoning murder. Extreme ideology of 

this nature played a pivotal role in the radicalisation process undertaken 

by Lindsay, and subsequently caused the young man to martyr himself. 

There is also evidence that Tanweer and Khan were motivated by a desire 

for martyrdom.
74

 The news corporation Al Jazeera originally shared 

Khan’s video statement, which is now readily available across Islamic 

forums and often compared to the infamous cave recordings by Osama 

Bin Laden. Khan’s statement embodies the ideological component of 

martyrdom and its justification for violence. One particular reference 

taken from the video transcript reveals Khans admiration for extremist 

preachers and fellow martyrs:  “I myself, I make du’a’ to Allah…. to 

raise me amongst those whom I love like the prophets, the messengers, 
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the martyrs and today’s heroes like our beloved Sheikh Osama Bin 

Laden, Dr Ayman al-Zawahiri and Abu Musab-AL-Zarqawi and all the 

other brothers and sisters that are fighting in the….of this cause”
75

. 

 

A social network analysis of the relationships between the four London 

bombers and their connection to Al Qaeda provided compelling evidence 

to suggest that other actors were involved in the 7/7 terror attacks. It has 

been alleged that a senior member of Al Qaeda named Abu Ubaidah al-

Masri persuaded Khan and Tanweer to conduct operational work in the 

United Kingdom
76

. This operational work would manifest itself in acts of 

martyrdom with the aim to kill or maim the general public. Burcher and 

Whelan identified a strong, corresponding connection between Al-Qaeda 

handlers and dominant members of the 7/7 networks
77

. Sidique Khan and 

Tanweer had a higher centrality reading than Germaine Lindsay and 

Habid Hussain, due to their hierarchical standing within the terror cell
78

. 

Khan’s leadership of the cell meant that he was the first point of contact 

for his Al Qaeda handler. Al-Masri was hugely influential to Khan, and 

provided him with the specific resources and guidance to commit 

martyrdom. Through a circuit of interconnecting networks, a 

correspondence between the bombers and their Al Qaeda sponsor took 

place online, resulting in a trip to a training camp in Pakistan. In Pakistan, 

Khan and Tanweer would be further indoctrinated into the Jihadi mind set 

and also introduced to extreme literature. Khan and Tanweer received 

bomb-making training using hexamine peroxide detonators and hydrogen 

peroxide. An Instructional video titled Martyrdom Operation Vest 

Preparation is the kind of material the young radicals were exposed to. 
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The video is another example of the type of extremists material that 

encourages the act of martyrdom, which is available online and passed 

amongst Jihadi forums and fighters
79

. The network reach of the 7/7 terror 

cell was purposefully selective, in order to ensure secrecy and avoid 

disruption to the line of communication between members. The Dark web 

provided a safe haven for the network communication between the terror 

cell and the organisational command of Al-Qaeda. The 7/7 bombings 

were the first example of an act of modern Islamic terrorism carried out 

by radicalised British Muslims. Mohammad Sidique Khan, Hasib 

Hussain, Shehzad Tanweer and Germaine Lindsay were all radicalised by 

a number of means. However, the Internet played a significant role during 

their subsequent radicalisation. The Internet acted as a gateway, not only 

to extreme ideology, but also the support network, justifying their 

eventual martyrdom. In particular, dark web forums, as they allowed 

access to extreme literature and an operational base to consult Al-Qaeda 

officials. The final, devastating act of Martyrdom proves the 

consequential realities behind the radicalisation process, perpetuated 

within cyberspace. 

  

 

Chapter 3 

Social Media 

A New Paradigm  

 

 

 

The digital era and the development of social media as the chosen 

platform of communication, has become an invaluable source for Islamic 

extremists. Radicalisation was originally confined to the inner sanctum of 

Mosques, where Imams disseminated extremist ideology, during Islamic 

sermons. This practice was brought to an end, because of the emergence 

of Islamic terrorism perpetrated against Western civilization. Due to the 

introduction of anti-extremists legislature, such as the Terrorism Act 

2000, radicalisation found a new platform on social media. Face to face 

interaction has been replaced by radical religious gatherings on social 

media platforms, instead of physical places of congregation. This new 

arena has been branded the “Virtual Caliphate”
80

 by the Quilliam 

foundation, a counter extremism think tank. It is estimated that there will 
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be in excess of 2.55 Billion social network users around the globe by the 

year 2018
81

. This extraordinary prediction is a true testament to the 

emerging popularity of social media as a chosen means of 

communication and representative of its global reach.  Facebook has the 

highest proportion of Internet traffic passing through its database on a 

monthly basis, with a staggering user-list of over 1.44 billion
82

. Twitter is 

another popular social media platform and has over 304 million monthly 

active members. Facebook and Twitter are available in every continent on 

the globe, and access is only restricted to a very limited number of 

countries, including Bangladesh, Iran, China, Syria and North Korea. 

Even though access is prohibited in Syria, the Islamic state has managed 

to establish a Facebook presence online. Through the platform of 

Facebook and Twitter, Islamic State has used social networking for the 

purposes of radicalisation. For that reason, this chapter will focus on the 

techniques deployed by Islamic extremists and their intended target 

audience. There are many examples of European teenagers travelling to 

the Middle East in order to join ISIL and its affiliates, so there must be a 

focus on why this recruitment and radicalisation process online is so 

affective. Furthermore, it is believed that the media campaign plays a 

central role in the propaganda tool deployed by Islamic State; therefore 

its importance will be further examined in relation to the process of 

radicalisation. 

 

In the wake of the London suicide bombings in 2005, the Home office 

authored the Prevent strategy, a piece of counter-terrorism literature that 

aimed to reduce the risk of radicalisation amongst young British 

Muslims. According to the Government, challenging ideology and 

disrupting the ability of terrorists to promote it is a fundamental part of 

Prevent
83

. The revised 2011version highlighted the potential risks posed 

by online radicalisation, deeming the Internet a facilitating factor of the 

recruitment process to extreme Islamic Organisations
84

. The Terrorism 

Act of 2006 warns against the dissemination of terrorist publications 
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online, specifically Sections 1 and 2 of the legislature
85

. The intended 

purpose of the Prevent strategy is to provide a framework for local 

authorities to detect any student or child showing signs of radicalisation. 

These safe guarding techniques aim to monitor the online activity of 

school aged children and young teenagers. In the last year, the 

Department of Education has published a statement specifically tailored 

to the emerging dangers of social media interactions between ISIL and 

British school pupils. How Social Media is Used To Encourage Travel To 

Syria and Iraq is a briefing note designed by the Home Office, advising 

teaching staff on the relevant protocols related to radicalisation and 

recruitment
86

. In concordance with the governmental guidelines, there are 

three identifying markers of a child that has been subjected to online 

radicalisation. Possessing propaganda related to ISIL, such as battlefield 

brutality and gruesome executions of “Apostates” is one example of these 

markers. Subscribing to Pro-ISIL social media accounts and group chats 

is the second marker teachers are expected to monitor. And thirdly, an 

obvious change in a student’s lexicon may also uncover any contact with 

extremist ideology. The very fact that the government have produced a 

briefing designated for online radicalisation is clear evidence of the 

current problem. 

 

Since its inception in 2011, the Syrian conflict became the chosen 

destination for over 22,000 foreign fighters from across the globe
87

. Iraqi 

Reuters place the number at around 30,000 from over 100 foreign 

countries
88

. Despite the lack of clarity regarding exact numbers, there is 

little doubt that a large contingent of Jihadi fighters has travelled from the 

European continent. According to Kaplan, European fighters are attracted 

to the new tribalism that Islamic State espouses, in their apocalyptic 
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version of Islamic revivalism
89

. New Tribalism is an affiliation with 

anthropological ties (Islamic History) and its application to a shared 

religious and ideological affiliation
90

. The anthropological aspect of New 

Tribalism, underpins the historical context of Muslim brotherhood that 

strengthens bonds between Islamic State fighters. Depictions of 

victorious, young Jihadi soldiers fighting together to re-establish the 

caliphate are streamed via Social media and News Outlets. Images of this 

kind, appeal to disenfranchised moderate Muslims and are therefore 

promoted by Islamic State recruiters online. The steady stream of foreign 

fighters travelling to Syria and Iraq is a testament to the successes of this 

online recruitment. ISIL’s multidimensional spread across different 

platforms facilitates their global contact with the online community, with 

the hopes to strengthen support for the global Jihad movement. Much of 

the jihadi propaganda synonymous with Islamic State emanates from the 

media hub located within the city of Raqqa. The Al Hayat centre is the 

media arm of the Islamic State and publishes multilingual propaganda, 

which is then disseminated online
91

. In addition to Al Hayat, there are 

also numerous offshoots, connecting the central command to provincial 

media offices located across the Middle East and Africa. Through these 

provincial offices, the propaganda created within the central media centre 

is passed amongst recruiters and Jihadi fighters located away from the 

caliphate. For example, the al-l’tisam Foundation transfers extremist 

propaganda to the Tunisian Media office, which may then share 

information to the Sinai Provincial Office located in Egypt. As this 

information transcends across the borders, it ends up in the possession of 

online recruiters, and eventually emerges on social media networks
92

. 

 

  

 

 

To further understand the extent in which Islamic extremists have utilized 

the Internet for the purposes of radicalisation, there must be an 

                                                        
89

 Kaplan, J (2016) Jeffrey Kaplan. Terrorist Groups and The New Tribalism: 

Terrorism’s Fifth Wave 

 
90

 Kaplan, J (2016) Jeffrey Kaplan. Terrorist Groups and The New Tribalism: 

Terrorism’s Fifth Wave 

 
91

 Novenario, C (2016) Differentiating Al Qaeda and the Islamic State Through 

Strategies publicised in Jihadist Magazines, Studies in Conflict & Terrorism,  

 
92

 Winter, Charlie, Translation and Analysis- The Women of Islamic State, Quillam 

Foundation 

 



 25 

investigation into the multiple social media accounts controlled by Daesh 

and its associates. Twitter is one notable social media platform that has 

proven an extremely useful tool for ISIL in their online recruitment 

process. By the latter stages of November 2014, there were a reported 

46,000-registered Twitter accounts supporting ISIL, with numbers 

continuing to rise 
93

. Accessibility and ease in which users can subscribe 

to Twitter, increases the ability of Islamic recruiters to contact 

individuals, with the objective of radicalisation. Once a dialogue has been 

established between an individual and Islamist recruiter, the 

indoctrination process can begin. Unlike Al Qaeda forums on the dark 

web, ISIL operates an open source policy, whereby; the free flow of 

information is shared via Twitter. Islamist recruiters encourage sharing 

extremist propaganda, as it perpetuates their message to a broader 

audience. One key function of Twitter is the re-tweet button, which 

allows individuals to echo the message of another user. The average 

Twitter user would perhaps re-tweet a message from one of their 

favourite celebrities or a member of their friendship group. Islamic 

extremists operate in a similar manner, in that they re-tweet messages 

from prominent extremists or fellow Jihadi fighters. A notable example of 

this, is the number of Western fighters re-tweeting messages from the 

account of radical preacher Anjem Choundary. In 2014 Choundary had 

over 7,000 followers, with over 70% associated with pro ISIL accounts
94

. 

This kind of empirical data corroborates the theory that the Internet 

serves as an echo chamber for extremist’s views, and is a dangerous 

vehicle for radicalisation
95

.  

   

A content analysis of the information shared through Twitter accounts 

affiliated to Islamic extremists, uncovers the type of data used for the 

purposes of radicalisation. As expected, the ideological component of 

militant Islam is a prominent feature on the Twitter feed of those 

subscribing to Pro-Islamist pages. Religious Instruction referencing 

fatwas and other religious edicts are uploaded by Islamic recruiters, with 

the hope of attracting individuals to the caliphate. Prominent leaders and 

Jihadists often attach scripture or quotations relating to Islamic history 

that in many instances, offer religious advice. The Quilliam Foundation 

analysed the tweeting pattern of Islamic State fighters, primarily focusing 

on religious anecdotes. Out of 469 Tweets, 115 centred on the overtly 

religious narrative, underpinning the Utopian ideal of the Islamic 
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caliphate
96

. This Utopian ideal has several subsets, ranging from social 

life to governance and economic activity. Nevertheless, religious 

narrative is of paramount importance and is therefor a concurrent theme 

throughout the tweeting patterns amongst extremist fighters. Pictorial 

evidence of deceased Jihadist fighters that have committed martyrdom, 

further promote the ideological message that Islamic extremists uphold. 

There are instances were the facial expressions of dead fighters have been 

manipulated using photo-editing software, giving the perception that the 

act of martyrdom is euphoric
97

. Photographs of this nature often include 

an ideological message and excerpts favouring the afterlife. The infamous 

Quote by Bin Laden, insisting that “we love death more than you love 

life”
98

 embodied the message of martyrdom and has subsequently been 

shared and re-tweeted thousands of times. One obvious benefit of Twitter 

is that it enables a platform that modernises the core-tenets of Jihadism 

that in turn contextualizes its ideological framework.  Photographs of 

Islamist fighters are purposefully shared, due to the age and generational 

grouping of intended targets for radicalisation. Whereas Al-Qaeda shared 

manifestos, extensive training manuals and detailed interpretations of 

scripture, ISIL translate the same message through a simple medium of 

photographs and online magazines. This is clear evidence that Islamic 

State have adapted to the changing paradigm of social media, whilst still 

maintaining the ideological message behind the process of online 

radicalisation. Hearkening back to Al Qaeda and their dark web forums, 

the prominence of religious ideology as the catalysts for online 

radicalization has progressed into the new social medial platform.  

 

In the modern sphere, many of the established social media platforms 

such as Twitter, Facebook and YouTube are all interconnected with one 

another, allowing for cross platform sharing. Cross-site connectivity 

allows the proponents of Islamist propaganda, a wider audience in which 

to disseminate their information online. Since February 2010, an 

estimated 95,000 pieces of terrorist content has been removed from the 

Internet, with over 75% of that figure relating to Islamic 
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fundamentalism
99

. In a paradox to the options available to Al-Qaeda in 

their early years, ISIL have a myriad of social networking opportunities 

at their disposal, allowing for a wider reach. During August 2015, the 

Quilliam foundation recorded over 1146 separate propaganda events 

relating to ISIL’s Internet activity across a spectrum of social media sites 

that included Facebook, Twitter and Youtube
100

. Propaganda associated 

with identity and belonging made up a considerable amount of this data, 

which is indicative of ISIL, in their pursuit for new recruits. Videos of 

western foreign fighters exuding happiness and displaying camaraderie, 

find their way onto the likes of Facebook and Twitter, further endorsing 

others to join the caliphate.  Often incorporated into these videos, is the 

slogan Baqiyah wa-Tatamaddad (Remaining and Expanding) an Islamic 

term, insinuating that ISIL is constantly achieving great things
101

. This 

type of propaganda appeals to vulnerable individuals, longing for a sense 

of purpose and identity, and is therefore an integral part of the 

radicalisation process.  The media strategy of ISIL has often focused on 

the susceptibility of certain individuals, going to great lengths to 

communicate with them and exploit their weaknesses. They even went as 

so far as, to create their own application for smart phones, which could be 

incorporated into Twitter pages and globally, subscribed to. The 

application, The Dawn of Glad Tidings, documented the experiences of 

fighters from across the caliphate, and also served as forum for young 

jihadists
102

.  It was an incredibly useful vehicle for propaganda, as it 

provided a dissemination hub for all forms of media, compiled by fighters 

across the Middle East. On one day alone, 44,000 Pro-ISIL tweets were 

recorded, with a further 22,000 attachments of video clips across a 

multitude of platforms
103

. Furthermore, It was a technical marvel, as it 

avoided detection from any of Twitters detection algorithms
104

.  
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Another integral part of the Islamic State propaganda apparatus is the 

Dabiq magazine, and it is available online. The first issue of Dabiq was 

published in July 2014, offering an insight into the inner workings of the 

caliphate. Dabiq is an imitation of the Inspire publication developed by 

Al Qaeda, under the guidance of the Salafiya Theologian Anwar Al-

Awlaki
105

. It is the conventional view that ISIS uses Dabiq for the 

recruitment and radicalisation of those living outside of the caliphate
106

. 

The magazine is available in PDF format, allowing for peer-to-peer 

sharing and easy accessibility. Although translations are available, 

Islamic State has prioritised an English version, urging emigration to ISIS 

territory. Thus far, 14 issues of Dabiq have been published by ISIL, each 

covering a variety of topics, ranging from Western military intervention 

to memorials, commending jihadists that martyr themselves in the name 

of the caliphate
107

. Dafiq is a prominent feature on the radicalisation 

briefing sent out to British schools by the Home office as it has emerged 

on the devices of UK nationals, under suspicion for inciting racial hatred. 

In relation to the indoctrination process of radicalisation, Islamic 

recruiters aim to present the Caliphate as an exciting alternative to life in 

the West
108

. They do so, by presenting the Caliphate as an Ideal Utopian 

State, where Muslims will find a sense of purpose and belonging. In order 

to establish that sense of belonging, extreme interpretations of Islamic 

history are incorporated into the monthly issues of Dabiq. Titles of the 

publication are often related to specific periods of Islamic history, 

depicting Muslims overcoming adversity and fighting in the name of 

Allah. The title of issue 3: The Failed Crusade relates to the perceived 
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failures of western intervention, both in a classical and contemporary 

context, and further encourages travelling to Syria to protect the 

caliphate. Islamic State justify the atrocities its commits by applying 

historical context to the modern theatre of Islamic warfare. Each copy of 

Dabiq has an ideology driven narrative based on the extreme 

interpretations of Qu’ranic texts. One particular example of this narrative 

is evident in issue 7: From Hypocrisy to Apostasy: The Extinction of the 

Grayzone
109

, where Islamic State justifies their ethnic cleansing of Shi’a 

Muslims. They rationalize these abhorrent war crimes as a religious duty, 

which shall be rewarded in the afterlife. According to the Home office, 

ISIL’s media hub specifically targets young people on social media and 

encourages them to share Dabiq magazine
110

. The very existence of 

extremist publications of this nature, encouraging mobilization to the 

caliphate, is evidential of the attempts by ISIL to radicalise and recruit.  

 

Military intervention in the Middle East by forces aligned with Western 

democratic governments is a highly contentious issue amongst the global 

Islamic community. The aftermath of military campaigns in both 

Afghanistan and Iraq, and further coalition air strikes in Syria, have done 

very little to dispel the myth, that the West persecutes Islam. This 

perception is the central narrative for Islamic extremists in their attempts 

to recruit fighters to the caliphate, and therefore features prominently on 

social media posts. One such example is a poster of Abu Musaab Al-

Zarkawi, which is accompanied with a vehemently anti-Western 

message, ‘The Radifdha are a disease to this Ummah that has no cure but 

the sword’
111

. According to ISIL, those labelled as a rafidha, are ignorant 

to Islamic law and the core tenants of Islam and so, should be deposed. 

Propaganda of this nature is a demonstration of how Islamic revivalism is 

given a contemporary spin, by way of colourful recruitment posters, that 
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are easily accessible online. Furthermore, the heroic depictions are both 

palpable and pious, in accordance with the celebrated Ideal of the 

victorious Muslim crusader. Islamic military history offers a host of 

heroes with who contemporary fighters can identify themselves with and 

their struggle
112

. Islamist militants diligently craft their online propaganda 

campaigns, as to appease the global Islamic community and paint the 

West in a negative light. Throughout their propaganda campaign, ISIL 

have tactically included a protagonist, waging violent Jihad as a form of 

vengeance against the West. Both offensive and defensive realities of war 

underpin the victimhood narrative, synonymous with ISIL’s 

radicalisation and recruitment technique. In the wake of coalition 

airstrikes on Middle Eastern regions, the ensuing carnage and collateral 

damage are recorded on smart phones, solely to rally support. Footage of 

the dead and dying are then uploaded to YouTube, and subsequently 

shared amongst peers, reiterating Islam as the victim.  Islamic state relies 

heavily upon the victimhood narrative as a mode of recruiting new 

fighters to the cause
113

. ISIL propaganda would suggest that the caliphate 

continues to expand, in contempt of Western intervention, conveying the 

impression that Islam is victorious, in the face of adversity. In addition to 

video footage of Western intervention, ISIL also document their 

gruesome executions of prisoners. The barbarity in which James Foley 

and Alan Henning were murdered, is representative of ISIL brutality, and 

thus became a common mechanism for propaganda. This perpetual cycle 

of murder is rationalized through religious justification taken from 

Qu’ranic texts, in that it states “When ye meet in battle those who 

disbelieve, then it is smiting the necks until, when ya have routed them, 

then making fast bonds; and afterwards either grace or ransom till the war 

lay down its burdens”
114

. Excerpts such as this, accompany ISIL media 

footage of violent Jihad, giving the impression that religion rationalises 

the defence of the realm of Islam.  

 

Most social media websites have a private messaging function, allowing 

conversation to take place online. Peer to peer sharing on applications, 

such as Whatsapp, Facebook messenger and Tumblr are notoriously hard 

to monitor, as they were initially created for the purposes of online safety. 
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The cyber planner Timothy Thomas was one of the first scholars to notice 

the dangers of unfiltered chat rooms, as he believes that they are the 

perfect environments, in which groups, espousing an extreme ideology 

can flourish
115

. Thomas’ contentions were realised during the aftermath 

of the Afghanistan conflict and the war, currently taking place in Syria. 

The social media application, Whatsapp, is regularly used by ISIL as a 

communication hub between online recruiters and individuals interested 

in travelling to Syria, in order to join the caliphate. All that is needed to 

join a group on Whatsapp is a stable Internet connection and receive an 

invite from a host of the group. The relationship between online recruiter 

and an interested party often begins on other forms of social media, such 

as Facebook or Twitter. An individual showing a particular interest in a 

post shared by Islamic State, including those re-tweeting extremist views, 

are potential targets for radicalisation, and therefore, a recruiter may 

contact anybody doing so. Twitter’s hash-tag function serves as an 

identifying marker for anybody posting material of a specific nature. 

Online recruiters can simply filter their browsers in order to search for 

particular users or hash tags referencing extreme Islamic material. From 

there, a connection can be made via a private messaging function for the 

purposes of radicalisation. There are recorded instances were prospective 

recruits are contacted on Facebook and put in touch with foreign fighters 

on group chats. An online video recorded by ISIS, has been uncovered on 

the electronic devices of young Westerners that have fled to Syria to join 

the caliphate. The video, entitled There is No Life Without Jihad, features 

testimonials of British fighters, rejecting Western principles in adherence 

with the sharia
116

. For those travelling to Syria, arrangements are 

organised through a medium of social media messaging, and under the 

guidance of online recruiters. Further to this, once an individual has 

agreed to travel to Syria, the logistical complexities are overseen by an 

ISIL operative. Messaging of this kind is cloaked in secrecy, so as to not 

arouse suspicion from the respective authorities. In light of the terror 

attacks in Paris and Belgium, European governments have bolstered 

security on the continent and reformed the legislature relating to 

terrorism. Under the immigration Act 2014, European courts have the 
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right to revoke the citizenship of any UK national travelling to Syria
117

. 

An amendment to the provision in s66 of the Immigration act, grants the 

home secretary with powers of revocation
118

. European and American 

foreign fighters are in greater demand because they play a key role in the 

sizeable media campaign, encouraging both recruitment and further 

attacks on the Western world
119

.  

 

The important role-played by women in the radicalisation and recruitment 

process cannot be ignored, and must be examined further in relation to 

the thesis question. A fatwa was issued by the self appointed caliph, Al- 

Baghdadi, appealing to female, Sunni Muslims to travel to the 

caliphate
120

. Hundreds of young Women from across Europe and 

Australia have answered this call and travelled to Syria, in the hope of a 

new life, enriched by the doctrines of Islam. Social media posts portray 

the caliphate as idyllic, and the perfect environment in which to 

procreate. Images of motherhood are used to support the importance of 

family life, under sharia law. Females travelling to the caliphate are also 

expected to marry a male of fighting age and create a family. Social 

media posts from within the caliphate, place jihadi fighters on a pedestal, 

shrouding them in heroism. This is masterfully executed, in order to 

attract the attention of young impressionable females. According to the 

Quillam Foundation, matters relating to adventure and excitement are 

themes most used by Western recruiters trying to recruit young girls
121

. 

ISIL have authored a gender specific piece of propaganda aimed at 

recruiting females to the caliphate, entitled; Women in the Islamic State: 

Manifesto and case study. Similar to Dabiq, this online magazine is 

available in a PDF format, allowing for it to be easily transported 
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between various forms of social media. The first section of the manifesto 

uses a series of Qu’ranic verses that promote the role of women living 

within the Islamic State, whilst maintaining attacks on western culture; 

‘We must disavow these heretics, these geniuses of Europe, they are 

friends and protectors of each other. Muslims do not need what these 

people provided’
122

. Each paragraph is accompanied with an excerpt from 

the Qur’an, which legitimises the author’s anti-Western viewpoint.  

Throughout the document, there is a constant narrative suggesting that 

female Muslims living within the West have forgotten their roots, namely 

their faith and obedience to God
123

. Opinions such as these are intended 

to guilt young, female individuals into travelling to Syria, so that they can 

repent for their religious ignorance. Any individual succumbing to this 

type of dogma is an invaluable asset to the caliphate, because they are 

eager to redress their previous rejection of Islam. There has been a 

symptomatic rise in the number of Twitter accounts associated with 

female foreign fighters, utilizing the Internet for the purposes of 

radicalisation. This online community of female fighters has been 

nicknamed the “Umm” Factor
124

. The female fighters behind these 

account often re-tweet images of their homeland and wifely duties. Other 

female members have a more prominent role, and serve as the mobilising 

partisans involved in jihadist insurgency
125

. ISIL propaganda aims to 

expose the failure of the western model for women, particularly the   

liberation they are permitted, as evident in the 3
rd

 chapter of Women in 

the Islamic State: Manifesto and case study;‘Verily God has ordained this 

sedentary existence for women, and it cannot be better in any way, for He 

is the Creator and He Knows what works and what does not in 

religion’
126

. According to extreme interpretations of the hadith, there are 

only three ways to overcome this sedation. These include waging Jihad, 

or studying either religion or medicine. The latter appeals to young 

Western individuals, because in many cases, they are educated to a fairly 
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high standard. In many of the images featured in the manifesto, the 

caliphate appears to be running efficiently under the guidance of Sharia 

law. For that reason, sharing these types of images across a broad 

spectrum of social media is encouraged in the hopes of attracting female 

recruits to the caliphate.   

 

 

Chapter 4 

2 Case Studies On Islamic Radicalisation  

 

Case Study 1 

Umm Layth 

 

Aqsa Mahmood is a 21-year-old Scottish national, who grew up in 

Glasgow surrounded by her loving family. According to the Independent, 

she is now a key figure in the Female Brigade established by Isis to 

enforce Sharia law
127

. Aqsa was a bright teenage girl, who had a good 

home life, and very supportive parents. Whilst away at University, it is 

believed that Mahmood came into contact with an online recruiter, 

representing ISIL. The correspondence between Mahmood and the ISIL 

affiliate occurred on the social media platform Twitter. On November 

2013, Aqsa travelled over to Syria, in order to join the centre of Isil, 

revivalist caliphate, located in the city of Raqqa. Mahmood is 

symptomatic of the surge in Western females, travelling to Syria, acting 

upon orders received online by Islamist recruiters. 

 

Upon arrival in the caliphate, Mahmood was ushered into the role of 

online recruiter, in the hopes of persuading more female fighters to defect 

to the caliphate.  Aqsa quickly established a strong online presence, and 

was a prominent feature on many forms of social media, such as Twitter 

and Tumblr, using the pseudonym Umm Layth.  Kadiza Sultana, Amira 

Abase and Shamima Begum were all in contact with Aqsa, via her 

Twitter account and online blog, and subsequently travelled over to Syria 

to join the ISIL controlled territory. This is a testament to the successes of 

online radicalisation, and the effectiveness of social media.  In over 30 

months, there have been over 3000 social media posts from Umm Layth, 

much of which espoused extreme Islamic ideology
128

. A large proportion 
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of these messages, are related to procreation and mother hood; “If there 

weren’t women willing to sacrifice all their desires and give up their 

families and lives in the West in order to please Allah, then who will raise 

the next generation of lions?”
129

. An archive of online evidence provides 

us with a timeline of radicalisation. Early messages on Umm Layths 

account are on the whole, merely religious ramblings in reference to 

Allah. However, as the timeline progresses, the posts become more 

extreme, with a sinister overtone. One post in particular, refers to modern 

slavery, a practice synomous with ISIL’s brutal regime; ‘Walked into a 

room, gave salam to everyone in the room to find out there was a Yazidi 

slave girl there as well…. she replied to my Salam.’
130

. The message 

itself is steeped in sarcasm, and also indicative of the racism, prevalent 

within the caliphate. Islamic state fighters have murdered hundreds, if not 

thousands of Yazidi’s men, and surviving females are taken to be used as 

sex slaves.  

 

Postings from the account of Umm Layth, further promote the salafi-

Jihadi ideal that Islamic state promotes; ‘I didn’t travel to Syria for fun 

and to disobey my parents, it is impossible to openly practice your 

religion in the West’
131

. Here Aqsa is advertising the establishment of 

Islamic revivalism, something that is illegal in the West, due to the anti-

terror laws.  Further to this, Mahmood uses her blog to attack Western 

civilisation in general. One notable entry was a poem, relating to the 

shooting in Tunisia, where over 30 British tourists died. Aqsa blames 

Western intervention for the terrorist attack, as she writes; ‘if you show 

no mercy with us then why should we with you?’
132

. Aqsa is 

representative of the very dangers of online radicalization, in particular 

                                                                                                                                                               
 
129 DigitalHuman(2016) http://thedigitalhuman.net/politics/bride-to-be-

the-tumblr-recruitment-blogs-of-isis/ 
 
130 DigitalHuman(2016) http://thedigitalhuman.net/politics/bride-to-be-

the-tumblr-recruitment-blogs-of-isis/ 
 
131 DigitalHuman(2016) http://thedigitalhuman.net/politics/bride-to-be-

the-tumblr-recruitment-blogs-of-isis/ 
 
132

 

Google(2016)https://www.google.co.uk/search?q=aqsa+mahmood+twitt

er&biw=976&bih=790&tbm=isch&tbo=u&source=univ&sa=X&sqi=2

&ved=0ahUKEwiU_dOD5tHMAhXJKcAKHW9ZARoQsAQIKA#imgrc=

1f_G5TE0XS1-AM%3A 
 

http://thedigitalhuman.net/politics/bride-to-be-the-tumblr-recruitment-blogs-of-isis/
http://thedigitalhuman.net/politics/bride-to-be-the-tumblr-recruitment-blogs-of-isis/
http://thedigitalhuman.net/politics/bride-to-be-the-tumblr-recruitment-blogs-of-isis/
http://thedigitalhuman.net/politics/bride-to-be-the-tumblr-recruitment-blogs-of-isis/
http://thedigitalhuman.net/politics/bride-to-be-the-tumblr-recruitment-blogs-of-isis/
http://thedigitalhuman.net/politics/bride-to-be-the-tumblr-recruitment-blogs-of-isis/


 36 

the potential threat posed by social media hubs. This case study also 

attests to the manner in which online recruiters exploit the vulnerability 

of their intended targets. She is both a victim and proponent of online 

radicalisation, by Islamic extremists, and is therefore an invaluable case 

study.  

 

Case Study 2 

Talha Asmal 

 

Talha Asmal was a 17 year old school pupil from Dewsbury in West 

Yorkshire. He attended a local sixth form college and it is believed he 

was radicalised on line. Asmal travelled to Syria under the guidance of 

Hassan Munshi, 17, who was also the brother of a convicted terrorist.  It 

is the contention of local police that Hassan was radicalised by his 

brother, who was detained in 2008, on suspicion of recording information 

likely to be used for terrorist purposes
133

.  During the trial, it was alleged 

that Munshi’s brother downloaded guides on explosives and 

documentation relating to extreme ideology
134

. Asmal is the youngest 

known Briton, to have given their life in the act of martyrdom.  The 

bombing itself took place in the city of Baiji, in northern Baghdad, killing 

12 people and injuring many others. Like many westerners travelling over 

to Syria, Asmal came from a good background, with very supportive 

parents. A statement issued by his parents, seems to suggest that Asmal 

had been radicalised via the internet, as there was no other signs to 

suggest otherwise; Talha’s tender years and naivety were it seems, 

however, exploited by persons unknown, hiding behind the anonymity of 

the world wide web- targeted  and befriended Talha and engaged in the 

process of deliberate and calculated grooming of  him’
135

 

 

According to the Telegraph, Asmal was the victim of ISIL’s perverse 

ideology
136

. Many would agree with this conjecture, as Jihadist-Sunni 

terrorist factions encouraged the act of martyrdom. Asmal was also active 
                                                        
133
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on Twitter, and was pictured in photographs, preparing for a suicide 

mission. A photograph of Asmal, standing next to a fleet of cars, has been 

used as propaganda by ISIL, as it represents the notion of brotherhood 

and belonging to the Islamic cause. In a similar scenario to Umm Layth,  

Asmal, used the pseudonym Abu Yusu al-Britani on Twitter. This has 

become a pre-requsite for foreign fighters, fleeing to Syria to join the 

caliphate. Changing their Twitter name, allows an individual to take on 

the form of a hero, synonymous with Islamic revivalism. The case of 

Asmal is no different, as his twitter name is used as propaganda before 

and after the act of martyrdom has taken place. Isis purposefully increase 

internet traffic in the wake of an act of martyrdom, by reposting images 

of the ensuing chaos. This is a tactical masterstroke, as it not only spreads 

fear, but also portrays heroism in the name of Islam. Images of Asmal, 

portray a euphoric sense of happiness, prior to his act of martyrdom, this 

is surely evidence of the dangerous nature of online radicalisation.  

According to the Quilliam Foundation, the majority of young recruits 

fleeing to Syria are introduced to extreme ideologies online. The scholar 

Charlie Winter, believes, that cases, such as Asmal’s are indicative of the 

modern role that toxic ideologies play in the recruitment and 

radicalisation process by Islamic extremists
137

. Further to this, young 

Westerners are promised a Utopian paradise if they commit acts of 

Martyrdom. Asmal case is no different to this, there is clear evidence to 

suggest that the exposure to extreme Islamic ideology served as a catalyst 

for his departure to Syria.  

 

Comparison  

  

One clear distinction between the two cases studies, is that ISIL employ a 

similar recruitment tactic for both male and females. Further to this, it is 

apparent that ISIL purposefully disseminate propaganda, in order to 

appeal to a gender specific audience. Female recruits such as Aqsa, are 

hugely important, because they are from globalised western countries, 

and are therefore, technologically astute, and familiar with the inner 

workings of social media. Aqsa’s blog and twitter page, enable her to re-

post images of the caliphate to other Western females. In contrast to this, 

Asmal, is dispensable, and therefore not important, logistically. He 

played a lesser role, other than his minor media appearances. 

Nevertheless, both  Asmal, and Aqsa, according to their families, were 

very out going and each had a positive upbringing. This may dispel the 
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myth that online recruiters prey on an individual’s susceptibility, because 

Aqsa and Asmal were both extremely popular. One obvious comparison 

that can be made, is the part played by ideology during their 

radicalisation process. Out of the two, Aqsa, appears to have a greater 

knowledge of Qu’ranic texts, compared to Asmal, as evidenced by the 

many religious posts made on her online account. Asmal on the other 

hand, appears to have been a victim of secondary radicalisation, in that 

his friend had an archive of extremists literature, and he became 

indoctrinated that way. It could be argued that Asmal’s age was a 

contributing factor, to his eventual radicalisation and recruitment. His 

naivety was almost certainly exploited by online recruiters, and may 

suggest the impact of ideology and propaganda was detrimental. Aqsa on 

the other hand was four years older than Asmal, and therefore, 

supposedly mature. Evidence throughout her online blogs and twitter 

account, suggest that she held vehemently anti-western sentiments and 

these were exploited by online recruiters. Both of these case studies, 

highlight the problem surrounding young westerners, who have been 

radicalised online, by a different means. Further to this, they have both 

been exploited by ISIL, in that they have participated in the propaganda 

disseminated globally.  

 

 

To conclude, one must refer back to the thesis question at hand, to what 

extent have Islamic extremists utilised the Internet for the purposes of 

radicalisation? As evident throughout this paper, there is clear evidence to 

suggest that Islamist extremists have utilised the Internet for the purposes 

of radicalisation, to a great extent. The globalised world in which we now 

live, grants access to different cultures and ideologies that once upon a 

time were very restricted. The ideological component of militant Islam is 

the catalysts for all forms of Islamic terrorism. The Internet has provided 

that platform for terrorist organizations to disseminate extreme literature, 

which was previously only available to a limited audience. Post 9/11, the 

real advantages of the Internet for the purposes of radicalisation was 

realised by Islamic terror organisations.  Al Qaeda was the first Islamic 

group, to realise the potential in network building within the deeper 

recesses of the Internet. The Dark web provided that platform for extreme 

literature to transcend across borders, whilst remaining anonymous. Both 

the Madrid network, and the 7/7 bombers are evidence of the 

effectiveness of these online communities. Social media is a new 

phenomenon that terrorist networks have utilised for the purposes of 

radicalisation. ISIL have successfully propagated their extreme ideology 

by way of Twitter posts and facebook groups. Travel arrangements are 

made online, and the significant number of Western fighters travelling to 
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the caliphate is surely evidence enough, that it is working. ISIL have 

cleverly utilised female fighters to share posts that may attract other 

females to travel. Although these posts are full of falsehoods, they seem 

to be working, as hundreds of females have travelled from all across 

Europe to join this cause. It is clear that Islamic recruiters have adopted a 

clear strategy. Exposing susceptible individuals to the extreme ideology 

provides that comfort and affinity they crave, and that they are therefore 

more likely to join. As new technologies are created, it just adds another 

option for Islamic extremists, and therefore the perpetual cycle of 

recruitment and radicalisation will continue. 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Bibliography  
 
 

Almagor, C, R (2015) Confronting the Internet’s Dark Side, London, 

Cambridge press  

 

 

Bailey, Timothy (2006) Running the Blockade: Information Technology, 

Terrorism, and the Transformation of Islamic Mass Culture, Terrorism 

and Political Violence, 18:04, pp 523-543 



 40 

 

Barbieri, E (2012) Al Qaeda’s London Branch: Patterns of Domestic and 

Transnational Network Intergration, Studies in Conflict & Terrorism, 

25:06, pp 411-431 
 

 

Berger, J (2015) The ISIS Twitter Census, Defining and Describing the 

Population of Isis Supporters on Twitter, The Brookings Project on U.S 

Relations, 20:03 

 

 

Burcher. M (2015) Social Network Analysis and Small group ‘dark’ 

networks: an analysis of the London Bombers and the problem of ‘Fuzzy’ 

boundaries, Global Crime, 16:02 pp 104-122 
 

 

Ciovacco, C (2009) The Contours of Al Qaeda’s Media Strategy, Studies 

in Conflict & Terrorism, pp 853-875 

 

Chen, A (2011) Finding Hidden Links in Terrorist Networks by Checking 

Indirect Links of Different Sub-Networks, Counterterrorism and Open 

Source Intelligence, pp 143-148 

 

Chen, H (2008) Terrorism Informatics, Knowledge Management and 

Data Mining for Homeland Security, 18:08 

 

Colas, B (2016) What Does Dabiq do? ISIS Hermeneutics and 

Organizational Fractures within Dabiq Magazine, Studies in Conflict & 

Terrorism. Pp, 250-27 

 

 

Crenshaw, M (2008) Current Research on Terrorism: The Academic 

Perspective, 15:01 
 

 

David, A (2010) The Voices of Jihad, The Rand Corporation, pp 1-333 
 

Farwell, James (2015) The Media Strategy of ISIS, Survival:Global  

Politics and Strategy 56:06, pp 49-55 
 
 

Grausam, R (2005) The Language of Islamic Fundamentalism, 30:1/2 pp 

227-241 
 



 41 

Gribbon, L (2010) Radicalisation in the Digital Era, The use of the 

Internet in 15 cases of Terrorism and Extremism, The Rand Corporation  
 

 

Hafez, M (2015) The Radicalization Puzzle: A Theoretical Synthesis of 

Empirical Approaches to Home Grown Extremism, Studies in Conflict & 

Terrorism, 38:11, pp958-975 

 

 

Hoffman, B (1995) “Holy Terror”: The Implications of Terrorism 

motivated by a religious Imperative, Studies in Conflict & Terrorism, 

18:04, 1995 

 

 

Heickero, R (2014) Cyber Terrorism: Electronic Jihad, Focus on Cyber 

Security, 38:04 pp 445-565 
 

Ingram, H (2015) The Strategic logic of Islamic State information 

operations, Australian Journal of International Affairs, pp 729-752 

Karagiannis, E (2012) Eurpoen Converts to Islam: Mechanisms of 

Radicalization, Politics, Religion & Ideology, 13:01, pp 99-113 

 

 

 

Israeli, R (2002) A Manual of Islamic Fundamentalism Terrorism, 

Terrorism and Political Violence, pp 23-40 
 

 

Jenkins, B (2010) Stray Dogs and Virtual Armies, Radicalization and 

Recruitment to Jihadist Terrorism in the United States since 9/11, Rand 

Corporation, pp 1-40 

 

 

 

Jenkins, Brian (2012) Building an Army of Believers, Jihadist 

Radicalization and Recruitment, The Rand Corporation  
 

 

Jessee, D (2006) Tactical Means, Strategic Ends: Al Qaeda’s Use of 

Denial and Deception, Terrorism and Political Violence, pp 367-388 
 

 



 42 

Kaplan, J (2016) Jeffrey Kaplan. Terrorist Groups and The New 

Tribalism: Terrorism’s Fifth Wave 
 

Kassim, A (2015) Defining and Understanding the Religious Philosophy 

of Jihadi-Salafism and the Ideology of Boko Haram, Politics, Religion & 

Ideology, 02:16, pp 173-200 
 
 

Karagiannis, E (2012) Eurpoen Converts to Islam: Mechanisms of 

Radicalization, Politics, Religion & Ideology, 13:01, pp 99-113 
 

Kirby, A (2007) The London Bombers as “Self-Starters”: A Case study in 

Indigenous Radicalization and the Emergence of Autonomous Cliques, 

pp 30:05, pp 220-350 

 

 

Klausen, J (2015) Tweeting the Jihad: Social Media Networks of Western 

Foreign Fighters in Syria and Iraq, Studies in Conflict & Terrorism, pp 1-

22 
 

 

Manuel, R (2010) The Road to Media Jihad: The Propaganda Actions of 

Al Qaeda in The Islamic Maghreb, Terrorism and Political violence, 

23:01, pp 72-88 
 

Malashenko, A (2001) Encyclopedia of Jihad, Centre For Security and 

Science  

 

 

Minor, T (2012) Attacking the Nodes of Terrorist Networks, Global 

Security Studies, 03:02 pp 1-12 

Mogahadan, A (2008) Motives for Martyrdom: Al- Qaeda, Salafi Jihad, 

and the spread of Suicide Attacks, The Mit Press, pp 46-78 

McInerney, L (2015) Combining Social Network Analysis and Sentiment 

Analysis to Explore the Potential for Online Radicalisation, Advances in 

Social Network Analysis Mining, pp 221-310 
 

 

Novenario, C (2016) Differentiating Al Qaeda and the Islamic State 

Through Strategies publicised in Jihadist Magazines, Studies in Conflict 

& Terrorism, 

 

 



 43 

Philips, E (2015) Extracting Social Structure from Metadata on Dark 

Web Forums, Department of Computer Sciences, University of Oxford, 

Uk 
 

Prenca, I (2008) Mixed Logit Estimation of Radical Islamic Terrorism in 

Europe and North Africa: A Comparative study, The journal of Conflict 

Resolution,The Political Economy Of Transnational Terrorism, 49:02, pp 

298-314 

 

 

Richards, Imogen (2016) “Flexible” Capital accumulation in Islamic 

State Social Media, Critical Studies on Terrorism, 

 

 

Rudner, M (2016) Electronic Jihad. The internet as Al-Qaeda’s catalyst 

for Global Terrorism, Terrorist Online Propaganda and Radicalization, 

30:02, pp 250-230 
 

Ryan, Johnny (2015) Countering Militant Islamist Radicalisation on the 

Internet, A User Driven Strategy to Recover the Web, Institute of 

European Affairs, London 
 
 

 

Stenerson, A (2008) The Internet: A Virtual Training Camp?, Terrorism 

and Political Violence, 20:02, pp 215-233 

 

 

Stenerson, A (2008) The Internet: A Virtual Training Camp?, Terrorism 

and Political Violence, 20:02, pp 215-233 

 

 

 

Sageman, Marc (2004) Understanding Terror Networks, Pennsylvania, 

Pennsylvania Press 

 

 

 

Venkatraman, A (2007) Religious Basis for Islamic Terrorism: The 

Quran and Its Interpretations, Studies in Conflict & Terrorism, 30:03 pp 

229-248 

 

 



 44 

Winter Charles (2016) Documenting the Virtual ‘Caliphate’, Quillam 

Foundation  

 

 

Weimann, G (2011) Cyber- Fatwas and Terrorism, Studies in Conflict & 

Terrorism 34:10, pp 765-781 

 

Weimann, G, (2010) Terror on Facebook, Twitter and You tube, The 

Brown Journal of World Affairs, 16:02, pp 45-54 

 

 

Electronic Sources  

 

Telegraph (2016) http://www.telegraph.co.uk/news/uknews/terrorism-in-

the-uk/11674324/Ordinary-Yorkshire-lad-17-becomes-Britains-youngest-

suicide-bomber.html 

 

The Independent (2016)   

http://www.independent.co.uk/news/uk/politics/radicalised-muslims-in-

uk-more-likely-to-be-well-heeled-9754062.html 

 

BBC (2016) http://www.bbc.co.uk/news/uk-scotland-glasgow-west-

31908202 

 

M15 (2016) https://www.mi5.gov.uk/terrorism  

 

TonyBlair.0rg 

(2016)http://tonyblairfaithfoundation.org/sites/default/files/Milestones-

to-Militancy.pdf 

 

Tony Blairt.org (2016) http://tonyblairfaithfoundation.org/religion-

geopolitics/reports-analysis/briefing-note/textbooks-terror-isis-releases-

its-curriculum 

 

TonytBlair.Org (2016) http://tonyblairfaithfoundation.org/religion-

geopolitics/reports-analysis/report/exploring-sunni-shia-divide 

 

HomeOffice(2016) 

https://www.gov.uk/government/uploads/system/uploads/attachment_data

/file/440450/How_social_media_is_used_to_encourage_travel_to_Syria_

and_Iraq.pdf 

 

BBC (2016)http://www.bbc.co.uk/news/uk-28939555 

http://www.independent.co.uk/news/uk/politics/radicalised-muslims-in-uk-more-likely-to-be-well-heeled-9754062.html
http://www.independent.co.uk/news/uk/politics/radicalised-muslims-in-uk-more-likely-to-be-well-heeled-9754062.html
https://www.mi5.gov.uk/terrorism
http://tonyblairfaithfoundation.org/religion-geopolitics/reports-analysis/briefing-note/textbooks-terror-isis-releases-its-curriculum
http://tonyblairfaithfoundation.org/religion-geopolitics/reports-analysis/briefing-note/textbooks-terror-isis-releases-its-curriculum
http://tonyblairfaithfoundation.org/religion-geopolitics/reports-analysis/briefing-note/textbooks-terror-isis-releases-its-curriculum
http://tonyblairfaithfoundation.org/religion-geopolitics/reports-analysis/report/exploring-sunni-shia-divide
http://tonyblairfaithfoundation.org/religion-geopolitics/reports-analysis/report/exploring-sunni-shia-divide
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/440450/How_social_media_is_used_to_encourage_travel_to_Syria_and_Iraq.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/440450/How_social_media_is_used_to_encourage_travel_to_Syria_and_Iraq.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/440450/How_social_media_is_used_to_encourage_travel_to_Syria_and_Iraq.pdf


 45 

 

The Independent (2016) http://www.independent.co.uk/news/uk/home-

news/un-sanctions-on-british-isis-members-family-of-aqsa-mahmood-

describe-governments-move-as-useless-a6672616.html 

 

DigitalHuman(2016) http://thedigitalhuman.net/politics/bride-to-be-the-

tumblr-recruitment-blogs-of-isis/ 

 

Google(2016)https://www.google.co.uk/search?q=aqsa+mahmood+twitt

er&biw=976&bih=790&tbm=isch&tbo=u&source=univ&sa=X&sqi=2

&ved=0ahUKEwiU_dOD5tHMAhXJKcAKHW9ZARoQsAQIKA#imgrc=

1f_G5TE0XS1-AM%3A 

 

BBC (2016) http://www.bbc.co.uk/ne coincidence.  

http://www.independent.co.uk/news/uk/home-news/un-sanctions-on-british-isis-members-family-of-aqsa-mahmood-describe-governments-move-as-useless-a6672616.html
http://www.independent.co.uk/news/uk/home-news/un-sanctions-on-british-isis-members-family-of-aqsa-mahmood-describe-governments-move-as-useless-a6672616.html
http://www.independent.co.uk/news/uk/home-news/un-sanctions-on-british-isis-members-family-of-aqsa-mahmood-describe-governments-move-as-useless-a6672616.html
http://thedigitalhuman.net/politics/bride-to-be-the-tumblr-recruitment-blogs-of-isis/
http://thedigitalhuman.net/politics/bride-to-be-the-tumblr-recruitment-blogs-of-isis/

